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Ethics

Ethics refers to standards and practices that tell us how human
beings ought to act in the many situations in which they find
themselves—as friends, parents, children, citizens,
businesspeople, professionals, and so on.

Ethics is also concerned with our character.

It requires knowledge, sKkills, and habits.




Buzz Aldrin’s Travel Voucher

[===_014501

b P TR 0215 Gov. Veh,
Cocmmee
- ?r..._....w—-.—--;-_-gﬁ?ﬁ‘ ~ ...in Government spacecraft
= ———malll follow the travel rules.
“Government meals and quarters furnished for all the above dates”
o-@& 8
Rights Lens Justice Lens Common Good Lens

Six Ethical Lenses ) ) ) ) ) )
The Rights Lens

Utilitarian Lens Virtue Lens Care Ethics Lens

— The one that best protects and respects the moral rights of those affected.
https://www.scu.edu/ethics/ethics-resources/ethical-decision-making/rights/

The Utilitarian Lens

— Some ethicists begin by asking, “How will this action impact everyone affected?”—

emphasizing the consequences of our actions.
https://www.scu.edu/ethics/ethics-resources/ethical-decision-making/calculating-consequences-the-utilitarian-approach/

The Justice Lens

— Justice is the idea that each person should be given their due, and what people are due is
often interpreted as fair or equal treatment.
https://www.scu.edu/ethics/ethics-resources/ethical-decision-making/justice-and-fairness/

The Virtue Lens

— A very ancient approach to ethics argues that ethical actions ought to be consistent with
certain ideal virtues that provide for the full development of our humanity.
https://www.scu.edu/ethics/ethics-resources/ethical-decision-making/ethics-and-virtue/

The Common Good Lens

— According to the common good approach, life in community is a good in itself and our actions
should contribute to that life. https:/www.scu.edulethics/ethics-resources/ethical-decision-making/the-common-good/

The Care Ethics Lens

— Care ethics is rooted in relationships and in the need to listen and respond to individuals in
their specific circumstances, rather than merely following rules or calculating utility.
https://www.scu.edu/ethics/ethics-resources/ethical-decision-making/care-ethics/care-ethics.html

%‘Y‘QH Adapted from: https://www.scu.edu/ethics/ethics-resources/a-framework-for-ethical-decision-making/ 8



Understanding Ethical and
Social Issues Related to
Systems

. . . RIGHT & WRONG
Five Moral Dimensions of
the Information Age The Trolley Problem

— Information rights and obligations

— Property rights and obligations

— Accountability and control
— System quality

— Quality of life

@2

"RIGHT & WRONG

The Trolley Problem

https://www.youtube.com/watch?v=bOpf6KcWYyw
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Ethical Thinking

No easy answers

— Save five and sacrifice one?

— Push the large individual off the bridge?
— No correct answer

— Best support is to provide a framework for these decisions

Wouldn't it be nice?

— Always save five

— Always push the large individual off the bridge
Frameworks do not exist for most organizations

Data literacy is at such a low rate, these conversations are not
considered

They are generally not part of any academic programs

Especially true for data science

Ethics is not the same as feelings.

Feelings do provide important information for our ethical choices. However, while some
people have highly developed habits that make them feel bad when they do something wrong,
others feel good even though they are doing something wrong. And, often, our feelings will tell
us that it is uncomfortable to do the right thing if it is difficult.

Ethics is not the same as religion.

Many people are not religious but act ethically, and some religious people act unethically.
Religious traditions can, however, develop and advocate for high ethical standards, such as
the Golden Rule.

Ethics is not the same thing as following the law.

A good system of law does incorporate many ethical standards, but law can deviate from what
is ethical. Law can become ethically corrupt—a function of power alone and designed to serve
the interests of narrow groups. Law may also have a difficult time designing or enforcing
standards in some important areas and may be slow to address new problems.

Ethics is not the same as following culturally accepted norms.

Cultures can include both ethical and unethical customs, expectations, and behaviors. While
assessing norms, it is important to recognize how one’s ethical views can be limited by one’s
own cultural perspective or background, alongside being culturally sensitive to others.

Ethics is not science.

Social and natural science can provide important data to help us make better and more
informed ethical choices. But science alone does not tell us what we ought to do. Some things
may be scientifically or technologically possible and yet unethical to develop and deploy.
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While we are optimistic about the potential of Al, we recognize that "
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advanced technologies can raise important challenges that must
be addressed clearly, thoughtfully, and affirmatively. These Al
Principles describe our commitment to developing technology
responsibly and work to establish specific application areas we will
not pursue.

Be socially beneficial.

Avoid creating or reinforcing unfair bias.

Be built and tested for safety.

Be accountable to people.

Incorporate privacy design principles.

Uphold high standards of scientific excellence.

Be made available for uses that accord with these principles.

N RGN~

Defining Data Ethics

DATA ETHICS



Some Real-World Ethical Dilemmas

Using information
technology to reduce
size of workforce

. e Dﬂemm
Voice recognition H D
software |

o, D

Monitoring workers
activities on the
computer

Facebook sells
subscriber
information to
advertisers
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Promulgated by
associations of
professionals

For example: AMA, ABA,

AITP, ACM, DAMA

Promises by professions to
regulate themselves in the

HARDYREED

CODE OF CONDUCT

Qoverns o i &

FIDUCIARY

Wuksr duty

actin tha

general interest of society OBJE CE

Real-world ethical
dilemmas

One set of interests pitted

against another

For example: right of company
to maximize productivity of
workers versus workers right
to use Internet for short

personal tasks
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) https//ethics.acm.org

1. GENERAL ETHICAL PRINCIPLES.

A computing professional should...

1.1 Contribute to society and to human well-being, acknowledging that all

people are stakeholders in computing.

This principle, which concerns the quality of life of all people, affirms an obligation of
computing professionals, both individually and collectively, to use their skills for the
benefit of society, its members, and the environment surrounding them. This obligation
includes promoting fundamental human rights and protecting each individual’s right to
autonomy. An essential aim of computing professionals is to minimize negative
consequences of computing, including threats to health, safety, personal security, and
privacy. When the interests of multiple groups conflict, the needs of those less advantaged

should be given increased attention and priority.

Computing professionals should consider whether the results of their efforts will respect
diversity, will be used in socially responsible ways, will meet social needs, and will be
broadly accessible. They are encouraged to actively contribute to society by engaging in

pro bono or volunteer work that benefits the public good.
In addition to a safe social environment, human well-being requires a safe natural

environment. Therefore, computing professionals should promote environmental

sustainability both locally and globally.

1.2 Avoid harm.

In this document, “harm” means negative consequences, especially when those

consequences are significant and unjust. Examples of harm include unjustified physical or
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2. PROFESSIONAL RESPONSIBILITIES.

A computing professional should...

2.1 Strive to achieve high quality in both the processes and products of
professional work.

Computing professionals should insist on and support high quality work from themselves
and from colleagues. The dignity of employers, employees, colleagues, clients, users, and
anyone else affected either directly or indirectly by the work should be respected
throughout the process. Computing professionals should respect the right of those
involved to transparent communication about the project. Professionals should be
cognizant of any serious negative consequences affecting any stakeholder that may result

from poor quality work and should resist inducements to neglect this responsibility.

2.2 Maintain high standards of professional competence, conduct, and ethical
practice.

506 .

tps://ethics.acm.org

3. PROFESSIONAL LEADERSHIP PRINCIPLES.

Leadership may either be a formal designation or arise informally from influence over
others. In this section, “leader” means any member of an organization or group who has
influence, educational responsibilities, or managerial responsibilities. While these
principles apply to all computing professionals, leaders bear a heightened responsibility to
uphold and promote them, both within and through their organizations.

A computing professional, especially one acting as a leader, should...

3.1 Ensure that the public good is the central concern during all professional
computing work.

People—including users, customers, colleagues, and others affected directly or indirectly—
should always be the central concern in computing. The public good should always be an
explicit consideration when evaluating tasks associated with research, requirements
analysis, design, implementation, testing, validation, deployment, maintenance,
retirement, and disposal. Computing professionals should keep this focus no matter which
methodologies or techniques they use in their practice.

3.2 Articulate, encourage acceptance of, and evaluate fulfillment of social
responsibilities by members of the organization or group.

22




Employee Focus | Balance
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Using Codes of Conduct
fo Resolve Legal Disputes

Peter Aiken, Virginia Commonwealth University
Robert M. Stanley and Juanita Billings, Data Blueprint
Luke Anderson, Duane Morris LLC

In the absence of other published standards of care, it is reasonable
for contractual parties to rely on an applicable, widely available code

of conduct to guide expectations.

T

Aiken, P. et al. "Use of the IEEE Codes of Conduct to Resolve Legal Disputes" IEEE Computer ISSN: 0018-9162 April 2010 43(4):29-34

2%



MASLOW'S

Abraham Harold Maslow (apd 1. 1908 - Lne 8, 1970,
was a psychologist who studied positive
human quailities and the lives of exemplo-
ry people. In 1954, Maslow created the
Hierarchy of Human Needs and
expressed his theories in his book,

HIERARCHY
OF NEEDS

37, (LOVE/BELONGING ) ¥

PHYSIOLOGICAL

8@
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Digital Civics Framework

L5—-Professional/
Acumen

L4-Teacher/Acumen

L3—-Knowledge Worker/Acumen (1 billion)

L2—-Adult/Proficient (1.5 billion)

L1-Mobile/Literate (2.5 billion)

8@
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Home > News & Events > Newsroom

News Release 2020-132 | October 7, 2020

OCC Assesses|S400 Million|Civil Money Penalty Against
Citibank

SHARE THIS PAGE:

WASHINGTON—The Office of the Comptroller of the Currency (OCC) today assessed a $400 million civil

money penalty against Citibank, N.A, of Sioux Falls, South Dakota, related to deficiencies in enterprise-wide Media Contact
risk management, compliance risk managemen(, data governance,fand internal controls. Bryan Hubbard
(202) 649-6870

The OCC took these actions based on the bank's unsafe or unsound banking practices for its long-standing
failure to establish effective risk management ang data governance programs and internal controls. [This
failure also resulted in a violation of 12 CFR Part 30, Appendix D, "OCC Guidelines Establishing Heightened
Standards for Certain Large Insured National Banks, Insured Federal Savings Associations, and Insured
Federal Branches."

The agency also issued a cease and desist order requiring the bank to take broad and comprehensive
corrective actions to improve risk management, data governance, and internal controls./The order requires
the bank t¢ seek the OCC's non-objection hefore making significant new acquisitions and reserves the OCC's
authority to implement additional business restrictions or require changes in senior management and the

bank's board should the bank not make timely, sufficient progress in complying with the order.
The Federal Reserve Board took a separate but related action against Citigroup, the bank's holding company.

The OCC penalty will be paid to the U.S. Treasury.

https://www.occ.gov/news-issuances/news-releases/2020/nr-occ-2020-132.html
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A Framework for Ethical Data Decision Making




A Framework for Ethical Data Decision-Making

Identify the Ethical Issues

1. Could this decision or situation be damaging to someone or to some group, or unevenly beneficial to people? Does this
decision involve a choice between a good and bad alternative, or perhaps between two “goods” or between two “bads™?

2. Is this issue about more than solely what is legal or what is most efficient? If so, how?

Get the Facts

3. What are the relevant facts of the case? What facts are not known? Can | learn more about the situation? Do | know
enough to make a decision?

4. What individuals and groups have an important stake in the outcome? Are the concerns of some of those individuals or
groups more important? Why?

5. What are the options for acting? Have all the relevant persons and groups been consulted?
Have | identified creative options?
Evaluate Alternative Actions
6. Evaluate the options by asking the following questions:
« Which option best respects the rights of all who have a stake? (The Rights Lens)
< Which option treats people fairly, giving them each what they are due? (The Justice Lens)

« Which option will produce the most good and do the least harm for as many stakeholders as possible?
(The Utilitarian Lens)

« Which option best serves the community as a whole, not just some members? (The Common Good Lens)
« Which option leads me to act as the sort of person | want to be? (The Virtue Lens)
« Which option appropriately takes into account the relationships, concerns, and feelings of all stakeholders?
(The Care Ethics Lens)
Choose an Option for Action and Test It
7. After an evaluation using all of these lenses, which option best addresses the situation?
8. If | told someone | respect (or a public audience) which option | have chosen, what would they say?
9. How can my decision be implemented with the greatest care and attention to the concerns of all stakeholders?
Implement Your Decision and Reflect on the Outcome
10.How did my decision turn out, and what have | learned from this specific situation?

& . & What (if any) follow-up actions should | take? Adapted from: https://www.scu.edu/ethics/ethics-resources/a-framework-for-ethical-decision-making/

33

D at a Eth i CS C anvas https://theodi.org/article/data-ethics-canvas/
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Roadmap for Data Ethics in Data Governance

1. Ensure Data Governance, Data, and Data Ethics Literacy
2. Tell stories about all of those, often

3. Incorporate Data Ethics reviews and corrections at all phases
4. Handle corrections in a non-blaming manner

5. Plan for "stop work" instructions,
especially with experienced
professionals

6. Reward ethical behavior,
even when it impacts
project plans

7. Review and Refine
® 06

36



Thoughts on Data Ethics

@ ..:' &

Ethical data
decisions require a
foundation

Ethical data actions
span project
timelines

Data Ethics,
Legality, Morality,
and Goodness are
all different topics

Ethics 1s knewing
the diffference
between what you
have the right te] do

and what IS the
right thihg to) do:

37

Key Technology Trends That Raise Data Ethics Issues

@ ..:' &

Technology is
evolving fast.

Can our £
keep up:

Doubling of computer power

— More organizations depend on computer
systems for critical operations

Rapidly declining data storage costs

— Organizations can easily maintain detailed
databases on individuals

Networking advances and the Internet

— Copying data from one location to another and
accessing personal data from remote locations
are much easier

— Advances in data analysis techniques
Profiling

— Combining data from multiple sources to create
dossiers of detailed information on individuals

Nonobvious relationship awareness (NORA)

— Combining data from multiple sources to find
obscure hidden connections that might help
identify criminals or terrorists

Mobile device growth
— Tracking of individual cell phones

38



Roadmap for Data Ethics in Data Governance

1. Ensure Data Governance, Data, and Data Ethics Literacy

2. Tell stories about all of those, often

3. Incorporate Data Ethics reviews and corrections at all phases
4. Handle corrections in a non-blaming manner

5. Plan for "stop work" instructions,
especially with experienced
professionals

6. Reward ethical behavior,
even when it impacts
project plans

7. Review and Refine
806

Data Quality/Governance & Data Ethics Topics

Metrics Reporting up
Measurements Reporting down
Compliance/Enforcement Friends and Family

40



Factors Suppressing Ethical Data Actions
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Roadmap for Data Ethics in Data Governance

1. Ensure Data Governance, Data, and Data Ethics Literacy

2. Tell stories about all of those, often

3. Incorporate Data Ethics reviews and corrections at all phases
4. Handle corrections in a non-blaming manner

5. Plan for "stop work" instructions,
especially with experienced
professionals

6. Reward ethical behavior,
even when it impacts
project plans

7. Review and Refine

42



Every phase/sprint/waterfall should address data ethics

DESIGN Compliant TESTlNG

PHASE
PHASE Safeguarss] - DEPLOYMENT
L / PHASE

Monitoring

PHASE
PHASE i

Intentions

SOFTWARE DEVELOPMENT

200000
ROADMAP INFOGRAPHIC
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Roadmap for Data Ethics in Data Governance

1. Ensure Data Governance, Data, and Data Ethics Literacy

2. Tell stories about all of those, often

3. Incorporate Data Ethics reviews and corrections at all phases
4. Handle corrections in a non-blaming manner

5. Plan for "stop work" instructions,

especially with experienced
professionals

6. Reward ethical behavior,
even when it impacts
project plans

7. Review and Refine

o-@- 3
hitpzlanythingawesome.com 44



Thoughts on Data Ethics

o g

SIX ETHICS OF LIFE

Before you pray - believe The IT profession has very
Before you speak - listen little ethical oversight
Before you spend - earn compared to other

Before you write - think professions and almost

Before you quit - try zero focus on data ethics.
Before you die - live

Roadmap for Data Ethics in Data Governance

o g

. Reward ethical behavior,

. Review and Refine

. Ensure Data Governance, Data, and Data Ethics Literacy

. Tell stories about all of those, often

. Incorporate Data Ethics reviews and corrections at all phases
. Handle corrections in a non-blaming manner

. Plan for "stop work" instructions,

especially with experienced
professionals

even when it impacts
project plans



Thoughts on Data Ethics

Codes of conduct can
guide individual foci

WHEN A FLOWER Organizational
DOESN'T BLOOM YOU employment
FIX THE ENVIRONMENT agreements tend to

IN WHICH IT GROWS, guide workplace data
NOT THE FLOWER. ethics behavior

These will conflict
increasingly in the
future.

o g

Roadmap for Data Ethics in Data Governance

1. Ensure Data Governance, Data, and Data Ethics Literacy

2. Tell stories about all of those, often

3. Incorporate Data Ethics reviews and corrections at all phases
4. Handle corrections in a non-blaming manner

5. Plan for "stop work" instructions,

especially with experienced
professionals

6. Reward ethical behavior,
even when it impacts
project plans

7. Review and Refine
5 8a
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Thoughts on Data Ethics

WRONG IS

Celebrate periodically

Embrace deadline slips s
and contrast with the
cost of legal or moral
consequences

i

RIGHT IS

»0e

Roadmap for Data Ethics in Data Governance

1. Ensure Data Governance, Data, and Data Ethics Literacy

2. Tell stories about all of those, often

3. Incorporate Data Ethics reviews and corrections at all phases
4. Handle corrections in a non-blaming manner

5. Plan for "stop work" instructions,

especially with experienced
professionals

6. Reward ethical behavior,
even when it impacts
project plans

7. Review and Refine
806
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Would you advise a criminal organization
to adopt data governance?
What advice would you give them?
What advice wouldn’t you give them?
MOTHERBOARD -arab-royal-families-for-leaking-their-

TECHBY VICE

Hackers Apologize to Arab Royal Families for
Leaking Their Data

October 2021

— Conti (infamous ransomware gang) released thousands of files stolen from the UK jewelry ¢
Now, the hackers would like the world to know that they regret their decision, perhaps in part be
they released files belonging to very powerful people. ...

~ “We found that our sample data was not properly reviewed before being uploaded to the blog,” the hackers wrote ir
announcement published on Thursday. “Conti guarantees that any information pertaining to members of Saudi Arabia, UAE,
and Qatar families will be deleted without any exposure and review.”

- “Our Team apologizes to His Royal Highness Prince Mohammed bin Salman and any other members of the Royal Families
whose names were mentioned in the publication for any inconvenience,” the hackers added.
Imagine being a big-time ransomware hacker, thinking that you're pretty tough, fancying yourself a master
criminal, giving yourself an intimidating online alias, maybe even being able, in certain circumstances, to

call down violence on your enemies, and then realizing one day that you'd accidentally hacked a guy who
had a journalist kidnapped, tortured to death and then dismembered with a bone saw for criticizing him.
They are adding new compliance procedures to make sure this won’t happen again:

- The hackers also said that other than publishing the data on their site, they did not sell it or trade, and that from now on they will
“implement a more rigid data review process for any future operations.”

We have talked before about the compliance function at ransomware firms. If you run a legal company,

you have a compliance department to make sure that you don’t do anything illegal, or at least, if your

company is really big, to keep the illegality within acceptable limits. If you run a criminal gang, you have

concerns that are different in degree but directionally similar: Your whole business is doing illegal things,

sure, but you don’t want to do too many things that are too illegal. You want to do crimes that make you

goney, but not crimes that get you shut down. You want to steal information from rich people and extort
Ishoney from them. But not Mohammed bin Salman! Good lord!




Topic #2: Crypto

“Every Bitcoin user has access to the public Bitcoin blockchain and
can see every Bitcoin address and its respective transfers. Due to
this publicity, it is possible to determine the identities of Bitcoin
address owners by analyzing the blockchain,” the ruling read.
“There is no intrusion into a constitutionally protected area
because there is no constitutional privacy interest in the
information on the blockchain.”

The HSI agent wasn’t caught in the Welcome to Video dragnet
because IRS agents had violated his privacy. He was caught, the
judges concluded, because he had mistakenly believed his Bitcoin
transactions to have ever been private in the first place.

=@ =
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Topic #3: Failure Triage

Above the surface you see the
Symptoms
of the problem

Dig deeper to find the
Root Cause
of the problem

Was it bad that the
contractor was solely
blamed for a multiple case
failure?

Should this be this new
information be brought to
management attention?

Should this new information
be relayed to the
contractor?

=@ =
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Topic #4: Thresholds

How do you know when to submit a formal issue?

What will influence your next step more?

How do you ensure you have a climate where you encourage
the right sort of data behavior?

Topic #5: Guru Deflating

How do you know when to
call BS?

Which will influence your next
step more?

— a) 1,000 cuts

— b) Someone growing a pair

How do you ensure you have
a climate where you
encourage the right sort of
data behavior?

o-@- 3
hitps:fanythingawesome.com 56



Topic #6: Societal Harm

What do you do if you suspect that the data you are
processing will be used for societal harm?

What do you do if you are asked to
use data for a purpose for which
consent has not been obtained?

When you turn to others
for guidance within the
organization?

What do you turn to
guidance outside of
the organization?

@ s 2
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D

Ethical Concerns w RROwW
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Whether digitizing or modernizing, garbage in—garbage out is |
constant. It seems such an easy concept. Yet, repeatedly we
discover concerning aspects of production systems. Poor results
include:

— Presenting with Pneumonia and ASTHMA at an emergency
department and receiving an evaluation of no-big-deal

— Recognition systems that cannot ‘see’ certain individuals

CODEDBIAS

— Sentencing algorithms with obvious discriminatory biases in
production throughout the judicial system

— Self-driving Software Systems that cannot tell the difference
between a semi-truck and horse-drawn carriage

58



20 Seconds of Self-driving S
1. Horse and buggy

Pedestrian

Semi-truck

Semi-truck sideways

CAUTION|
Other

Oncoming semi

Pedestrian following pickup truck

© © N o 0 b~ W b

Pedestrian following semi-truck

https://www.dailymail.co.uk/sciencetech/article-11123757/Teslas-self-driving-software-confuses-
horse-drawn-carriage-highway-semi-truck.html
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Credit for the Hype Cycle should go to Lady Ada!

AVISIBILITY

Peak of Inflated Expectations: Early publicity produces a number of o _ _ ) )

success stories—often accompanied by scores of failures. Some ivle:ﬂﬂ? Memg/[s, 59’3“3’""? from TZefoa"fS:BCflPﬂSJOf Forf:gnd. i

companies take action; many do not. cademies and Learned Societies and from ‘oreign Journals, e ite y
P v Richard Taylor, FS.A. Vol IllLondon: 1843

= 5 i Plateau of Productivity: Mainstream adoption starts to
I“ cu“sule"“g a“v new Slllllﬂcl. take off. Criteria for assessing provider viability are more
clearly defined. The technology’s broad market

Tnera is freullellllv a lellllﬂllcv applicability and relevance are clearly paying off.
first to overrate what we find to
he already interesting or
remarkable, and

SBGOII(“\I = IIV a SIII’I 0' Ilallll’al Slope of Enlightenment: More instances of how the technology can benefit the
_ enterprise start to crystallize and become more widely understood. Second- and third-
I'Bacllllll = lll lIII(IEWallIB “‘e ll"lle generation products appear from technology providers. More enterprises fund pilots;

I [e n “le case conservative companies remain cautious.
state of .

Y4

Trough of Disillusionment: Interest wanes as experiments and implementations fail to deliver. Producers of the

technology shake out or fail. Investments continue only if the surviving providers improve their products to the
satisfaction of early adopters.

Technology Trigger: A potential technology breakthrough kicks things off. Early proof-of-concept stories and media interest T' M E
trigger significant publicity. Often no usable products exist and commercial viability is unproven.

P
o @

Pt g http://www.gartner.com/technology/research/methodologies/hype-cycle. jsp 63

AVISIBILIT

&) Peak of Inflated Expectations

Plateau of Productivity

WE ARE HERE

26 January 2023

Slope of Enlightenment

Trough of Disillusionment
Technology Trigger TIME

>

https://goldsguide.com/generative-ai-hype-cycle-2023/
o-& 8
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what are you

| am a chatbot.

what is a chatbot

A chatbot is a computer
program or an artificial
intelligence which conducts
a conversation via auditory
or textual methods.

why would | want to chat

with a chatbot

Uh oh! It looks like I'm
stumped!

Please submit a ticket below
and we will get back to you
at our earliest convenience.~

1 YEAR LIFETIME

$39.99 $99.99

Pceyr~csl

"0 USe

1234 1234 1234 1234




Does this sound familiar?
Hi Peter, it's really nice to finally meet you! -
My name is Aigirlfriend and 'm your new Al friend

. g I'm pretty open to talk about anything you want

; , What are you
Aigirlfriend
You're good friends , 3’ | am an artificialintelligence

What s an artificialinteligence?

. Artificial Inteligence is a type of machine thatis
9’ capable of learning and adapting to new situations

why would | want to chat with an artificial

intelligence?

[ don't know, why would you want to talk to a real

j 3; person’?

67

https:/fwww.boozallen.com/s/insight/blog/how-do-machines-learn.html

Overpromising and Underdelivering (Today)

Supervised Machine Learning [ more s l

Focused on bottom

B (P earning
TYPES OF PROBLEMS TO WHICH IT'S SUITED

STEP|

Provide the machine learning algorithm categorized or
*labeled” input and output data from to learn

STEP2

Feed the machine new, unlabeled information to see if it tags
new data appropriately. If not, continue refining the algorithm

2) — The knee bone is
M :+ - ft“sit':cmm" connected to the thigh
e bone
s O — When does walking
MACHINE .. el weight et become possible?
Unsupervised Machine Learning Bottom up
knowledge
L T—— S — representation
.. CLUSTERING — Teach a neural net
SIMILAR GROUP | how to care about
% : making a peanut
mmmupz DN butter and jelly
MACHINE MACHINE . Sandw|ch

& .: & [ a
Wosnyngmesamecon

68



Dartmouth Summer Research Project on Artificial Intelligence

Turing test invented (First Al VvintEI) @econd Al winte)
‘ 1980 ‘ 2012
; S @ ©
1950 1956 ‘ 2019
Deep lt;aming
Dartmouth Summer revolution

Research Project on
Artificial Intelligence
a group to clarify and
develop ideas about
thinking machines

Al HAS A LONG HISTORY OF BEING “THE NEXT BIG THING"...

Timeline of Al Development

Popularity * 1950s-1960s: First Al boom - the
age of reasoning, prototype Al
developed

* 1970s: Al winter |

* 1980s-1990s: Second Al boom: the
age of Knowledge representation
(appearance of expert systems
capable of reproducing human
decision-making)

* 1990s: Al winter Il

‘ = 1997: Deep Blue beats Gary
Kasparov

~ investment & research = f{expectations, results)
1980's .
Newboges 105,
Inflated Hype // \\\\. S5 ‘gau 2020

—~ explosion Concerns
ted to about Al

1956
Dartmouth o N

Cm'erence/ > improved implications: Inflated
> ) features regulatory Hype
S nter | learning trends \

1950 1960 1970 1980 1990 2000 2010 2020 Birth Al wlinter DE

i
h

|

E * 2006: University of Toronto
E develops Deep Learning
!

|

|

'

|

atior Bottom-up kowled

* 2011: |BM’'s Watson won Jeopardy

® 2016: Go software based on Deep
Learning beats world’s champions

Connectivism

1950 1956 1974 1980 1987 1993 Time

69

Spread the Peanut Butter
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Situations tolerable?

5@ s

9 Organizations control Al

development

— Tencent
Baidu
Alibaba
Amazon
Google
Facebook
Microsoft
IBM

Apple (Amy Webb The Bg Nine)

All but a small fraction of
content on the internet is
Al generated by 2026

— Dangerous political

consequences of the
Infocalypse, both in terms of
national security and what it
means for public trust in
politics

(Nina Schick Deepfakes,
The Coming Infocalypse)

=

INFOCALYPSE

Program verview

Principles - Ethical Lenses

Data Governance-Specific Focus

Frameworks for Ethical Data Decision Making

The Right Path - The Roadmap for Data Ethics

Examples

( In Summation/Q& A

- @

Privacy is relinquished to
serve the goals of
advertising?

- In modern capitalist society,

technology was, is, and
always will be an
expression of the economic
objectives that direct it into
action (Shoshana Zuboff
The Age of Surveillance
Capitalism)

pr——
THE AGE OF

SURVEILLANCE
CAPITALISM

THE FIGHT FOR A
HUMAN FUTURE
AT THE NEW
FRONTIER OF POWER

SHOSHANA
ZUBOFF

DPATA-ED
Online

ITL DATAVERSITY

7
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il

(First level capable of being bound by defined behaviors)

CODEDBIAS

Ethical isn’t binary

Ethical decisions
are daily

A foundation or
framework is key

WEAPONS OF
MATH DESTRUCTION

;’é’sq
8 -
e -
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Upcoming Events

Key Elements of a Successful Data Governance

Program
11 June 2024

Data Modeling Types:
Conceptual, Physical, Logical
9 July 2024

19:00 UTC (2:00 PM NYC) | Peter Aiken, PhD

The Importance of Metadata:

Three Leveraging Strategies
13 AUQUSt 2024 Brought to you by:

i,
5-@ & [ Clicking any webinar title will link directly to the registration page ] -';.I- DATAVERSITY
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Executiye Datq
Literacy Training

STILL

Bad Results

H
11l

Bad Data

Peter.Aiken@AnythingAwesome.com

Reverge Engineering Expertige?

[ndependent Verification & Validation




