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5 STEPS TO A SUCCESSFUL
ANALYTICS CATALOG
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" SUCCESS MEANS DIFFERENT
" THINGS TO DIFFERENT PEOPLE

Bl Publishers

n Bl Consumers
6
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P
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Governance Team



Bl Publishers

* Publish relevant content for users with minimal
effort irrespective of tool or source

» Easily associate relevant metadata with content

« Know that security is properly maintained for all
report access



Bl Consumers

» FEasily find ALL relevant information with a single
search

« Distinguish between highly trusted and less
trustworthy content

» Discover and request access to reporting where
access has not yet been granted

* View analytics in context to understand the data
and how it should be used
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@ Governance Team

« Be certain that all assets are tagged with the
correct classification and certification metadata

« \alidate that users of sensitive reporting
understand usage limitations around the data

» Track usage of analytics across all report types

* Provide an auditable access request process
for discoverable content






STEP 01

Understand SCOPE OF
REPORTING



ANALYST GENERAT
REPORTING IS THE
OF THE ICEBERG
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USER GENERATED




IGNORE USER
GENERATED CONTENT
AT YOUR OWN PERIL!



STEP 02

Plan for SECURITY &
DISCOVERABILITY



BALANCE SECURITY & DISCOVERABILITY




SECURE YOUR MOST SENSITIVE CONTENT...




...BUT MOST CONTENT SHOULD BE MADE DISCOVERABLE




90% 5%

Discoverable to
Discoverable to no one




UNDERSTANDING PORTAL SECURITY

 |dentity must be established with
corporate identity system

« Portal security controls what reporting
users can find and access

* In-report row level security always
handled by the reporting tool



PORTAL SECURITY OPTIONS

—+—  |Leverage corporate identity & group management systems
« LDAP/AD Groups

« Office365 Groups o
+  SAML Groups | 'L

B Set portal content access list from tool security model L1118

g Set content access directly in the portal .

« Category level access
* Report Access .
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£2% GROUP BASED SECURITY

Only works if the content is in a tool that has group synchronization to a centralized repository

Active Directory Groups

Selected AD groups are
mapped to Analytics Catalog
& Bl Tools User Groups

Analytics Catalog

Group 2 Category 1
—— Category 2

—— Category 3

Bl Tool

Group 2 Folder 1

——— Folder 2

— Folder 3

Catalog categories map to
content groupings in Bl tools



ﬂ TOOL BASED SECURITY - MIRROR SECURITY

EXTRACT
BI TOOL ANALYTICS CATALOG
API
L eo— ' 2 ———
User Access List Group Access List Group Membership List
User -> Report Group -> Report User -> Group

Used together to set groups and members in
the analytics portal



ACCESS REQUEST WORKFLOW

&

Marketing Analysis

SUPPORT TICKET
SYSTEM

To access this visualization, you must be granted access to the content within Metric Insights. ASSig n to a p p ro p ri ate
AD groups

Access Denied

Marketing Analysis

Market Share Analysis from external sources
il Enterprise KPI Sales
v Corporate Goal  Reduce customer ...

W Tags Website

1 Business Owner: Andrew Admin
Technical Owner: Andrew Admin
Data Source: Microsoft Power Bl Cloud - PowerBI Demo Server
Last Updated 05/26/2022

¥ Engagement: 51 ANALYTICS

3% Custom Fields

Data Classification: Internal
e PORTAL

cancel Assign to appropriate
Catalog user groups
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BEST PRACTICES

DISCOVERABILITY

Set a High Bar for Globally-Discoverable Content
Most content discoverable based on business function
Only the most sensitive content should not be discoverable

Set appropriate scope for discoverability to avoid oversharing

SECURITY MODEL

Publish your portal content into categories that are aligned to
group access

Integrate security with AD/LDAP groups wherever possible to
ease long-term maintenance of the security model

Align access and security planning and portal planning efforts



STEP 03

Establish a
METADATA strategy



METADATA STRATEGY MUST SERVE 3 AUDIENCES

3.

Bl Publishers Bl Consumers Governance Team

How are we ensuring
that users are
responsibly handling
sensitive information
in our reports?

s this report a good
starting point for the
analysis that | want to

perform?

Can | use this report
to answer my
question or do |
need to ask for a
new one?




Bl TOOLS DATA CATALOG

/ N

SOURCES OF

METATDATA

SPREADSHEETS MANUALLY




ALIGN YOUR METADATA STRATEGY TO YOUR CONTENT

Name

Link

Description
Certified?

Data Classification
Contains PII?

LOB

Technical Owner
Business Owner
Data Source

Lineage



ALIGN YOUR METADATA STRATEGY TO YOUR CONTENT

Name

£ |

Link r
Description
Certified?

Data Classification
Contains PII?

LOB

Technical Owner
Business Owner

Data Source

66066660

Lineage



ALIGN YOUR METADATA STRATEGY TO YOUR CONTENT
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ALIGN YOUR METADATA STRATEGY TO YOUR CONTENT

m Power BI

Name ...\ 5 Ey
Link 1l i s
Description Tl i g
Certified? & i
Data Classification ©
Contains PII? &
LOB S
Technical Owner &
Business Owner &
Data Source ©

>

Lineage © ea N/



ALIGN YOUR METADATA STRATEGY TO YOUR CONTENT
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Name *EL} Q
Link B E’ 2
Description i{“} 5’
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Data Classification & I I
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Technical Owner ©
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Data Source ©
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REPORTING METADATA

« Start with governance requirements

BEST PRACTICES * Include other metadata only when it has clear ownership and

business value

« Don’t try to boil the ocean!




STEP 04

Develop a PUBLISHING
strategy



CONTENT PUBLISHING STRATEGY

ANALYST PUBLISHING

Techniques
to follow

PUBLISHING WORKFLOW

CONTENT AUTO-SYNC

USER PUBLISHING




ANALYST
PUBLISHING

Analysts select the reports that Most suitable for:
should be published and specify
extended metadata as part of the
publishing process

* Reports that do not need coordination among multiple
parties to publish

* A small number of publishers can be trained on
publishing process

« The number of reports to be published is fairly small so
analysts can easily publish




Q<2 PUBLISHING
=>2 WORKFLOW

Structured process to move
content through a publishing
pipeline to add needed metadata
before publishing

Tedha e
e ‘..:‘WCW‘

Most suitable for:

Highest Impact Analyst Generated Reporting

Reports that require a significant amount of metadata
to be added during publishing

Coordination among multiple parties needed in
publishing (Analyst + Business User + Data Steward)

Certification and Attestation needed for reporting




2 USER
222 PUBLISHED

Users select specific user-generated Most suitable for:
reports that should be made

available in the portal » Curation is required as not all user-published in a given

location (folder, SharePoint site, etc..) is useful

« Extended metadata is required for user-generated
reporting (e.g. data classification)

« Amount of content to publish (per publisher) is fairly
small so manual publishing effort will not require more

than 1-2 hours per month per content publisher.



AUTO
PUBLISHED

System automatically publishes Examples:
content based on a set of rules

« All Analyst Published Reports in a specific Project
or Workspace

» All user-generated reports published to a
SharePoint Site

» All reports associated with a specific set of
certified datasets




PUBLISHING

« Understand scope of reporting before developing a strategy

BEST PRACTICES

« Leverage Automation wherever possible

» Plan for reporting obsolescence




STEP 05

Enable ACCESS FROM
EVERYWHERE



CATALOG MUST BE ACCESSIBLE FROM EVERYWHERE

BROWSER MOBILE COLLABORATION TOOLS




EMBEDED INTO EVERY USERS WORKFLOW

salesforce




Deployment
« Develop a staged roll-out plan

BEST PRACTICES « Make sure ALL relevant content has been published

« Make sure security and discoverability are working
properly

« Get Management buy-in up-front!




STEP 01 STEP 02 STEP 03 STEP 04 STEP 05

Understand SCOPE OF Plan for SECURITY & Establish a Develop a PUBLISHING Enable ACCESS FROM
REPORTING DISCOVERABILITY METADATA strategy strategy EVERYWHERE



